Gradient Leakage Defense Strategy based on Discrete Cosine Transform

Jae-hun Park - Kwang-su Kim
Sungkyunkwan University

E-mail : zIrnwlizladl@gmail.com / kim.kwangsu@skku.edu

2 o
BAE SA0IA oAl 21 8% J1EAE Beotel Adst WHe £U gl AW 349

+ 70| of]7] th2o] ePEEt o2 oiAFCL SAIS, A2 A7o] Baw ool FAR} B4
o 13RS 2Asto] AE ClolElS Yush] BUd & gl FoPgo] WA Gradient Leakage
Attack o[2|3t FOPHS ol &3] £ ClolElE BUsts 37 sHolch. B AAL ApE ARl
A SHe AWSHL 1EAE Aot Beote o AU A A3 TAA S BAL Wolsh]
glah olah abel Wto] Z|ukt olujx] W /W AL AF Az Lo olulx] WE g
qgot 298 JIFAZNE Q¥ olelS s BT 4 Aot

ABSTRACT

In a distributed machine learning system, sharing gradients was considered safe because it did not share
original training data. However, recent studies found that malicious attacker could completely restore the
original training data from shared gradients. Gradient Leakage Attack is a technique that restoring original
training data by exploiting theses vulnerability. In this study, we present the image transformation method
based on Discrete Cosine Transform to defend against the Gradient Leakage Attack on the federated
learning setting, which training in local devices and sharing gradients to the server. Experiment shows that
our image transformation method cannot be completely restored the original data from Gradient Leakage
Attack.
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